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Smart Permit Overview:

Roles

In the Smart Permit tool, there are four roles. Three roles exist for registered
company users, and the fourth role is that of the person completing the permit.
Each company can have as many of each role as required:

)

Customer Administrator

Customer administrators can configure
new or existing sites and create and
edit users. In addition, they can ‘follow’
sites and act like a site manager for
sites they follow. A customer
administrator has full access.

Iy
X

®
@

Site Manager

This may be the site manager, permit
issuer, or the individual who normally
has oversight and responsibility of
the site and any works undertaken.
This might also be a key contact from
the contractor, for example in
situations where the work is
sub-contracted.

View Only

This is an individual who requires
oversight of the sites, permits, and
users for a company but does not
need to action or edit anything.

Contractor

This is the individual(s) carrying out
the work. The contractor will be asked
to enter their details at the induction
stage and does not need to register
for SmartPermit in advance.
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Smart Permit Overview:
Permit process

The Permit journey is separated into four key stages: Induction,
Work, Watch Period & Closure. The below diagram outlines the
end-to-end process of the Smart Permit and demonstrates the
interactions between the Contractor and Site Manager.

1. Induction E 55

The site manager shares the site

specific QR code or URL with the
contractor who completes a new

permit request to start work.

The site manager reviews the
permit request and either approves
ordeniesiit.

3. Watch period

Some permit types require the contractor
to undertake a watch period via the
Smart Permit once they have completed
their work.

Progress photos must be submitted
every 30 minutes.

The contractor can delegate the permit
to another contractor if needed.

2. Work

The contractor is notified of the decision
via SMS and if approved can begin work.

If the work is taking longer than expected
the contractor must submit a permit
extension.

The contractor can delegate the permit
to another contractor if needed.

4. Closure

Once the watch period is complete the
contractor must answer the post watch
period questions and close the permit.

For permits that don’t have a watch period,
the permit is closed after the post work
questions.
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“How to” guide

This guide is for Site Managers, Customer Administrators, and View Only users
using the Smart Permit portal. All three user roles log in to the same portal, but
each have different functionality available to them once logged in. Each of the
sections throughout the guide will state the user roles for which it applies.
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Portal access:
How do | set up access for first time
log-in to the Smart Permit portal?

Site Manager/Customer Administrator/View Only

Note: Users will receive an email from ‘Zurich Smart Permit’ that
will include alink to the login page for the dashboard.

1. Once you have been set-up in the
okta tool as a new user (see How do |
create new users?), you will get

two emails: one form Smart Permit

Zurich Insurance Mobile Solutions 01 - Welcome to Okta! with a link to the tool and one from
Okta (noreply@okta.com) asking

HiLuke, you to ‘Activate Okta Account’.
Note: This Okta link is only valid

Your organization is using Okta to manage your web applications. This means you can for 7 days and you must activate

conveniently access all the applications you normally use, through a single, secure home

page. Watch this short video to learn more: https://www.okta.com/intro-to-okta/ your Okta account before

logging into the Smart Permit

Your system administrator has created an Okta user account for you. tool.
Click the following link to activate your Okta account:

Activate Okta Account G

is link expires in 7 days.

okta 2. This will open a page titled ‘Okta’ where you will need to create a

password, a question for forgot password, and a security image.

Note: Password must be at least 8 characters, contain a

® = <) lowercase, uppercase, a number, and no parts of your
username.

3. Then click ‘Create My Account’.

¢ EEEE—— 4. This will take you to the OKTA confirmation screen stating
‘You don’t have any apps’. This screen can be closed as is only
o . applicable for registration.
=M E 5. You can now open the Smart Permit portal via the link provided in
| the email from Smart Permit and log-in.
i B
=EEE
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Portal access:
How do | log-in to the Smart Permit portal?

Site Manager/Customer Administrator/View Only

@ zurich 1. Navigate to the Smart Permit portal.

2. To log-in you will need to enter your
email address and password.

SmartPermit

uto carry out Hot Works today, you will need to
complete the Zurich Smart Permit.

@ ZURICH

SmartPermit

nnnnnnnnnnnnnnnnnn

aaaaaaaa

Portal access:
How do | log-out of the Smart Permit portal?

Site Manager/Customer Administrator/View Only

@ zuricH 1. When logged in, click ‘Logout’ at the
bottom of the left-hand side menu.
g 2. You will be returned to the
login screen.
Company Users
16 9 6
£ Tot & Admin {8 Site Manager
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Portal access:

How do | re-set my forgotten password?

Site Manager/Customer Administrator/View Only

SmartPermit

Signin to smart Permit

SmartPermit

okta

Zurich Digital Identity Sandbox (ZDIS) - Okta Password
Reset Requested

HiLuke,

o il 5 B A i okta
e, plets conac your Syten atltrato ommecita,

1. Access the Smart Permit portal log-in page
and click the ‘Need help signing in?’ text
the click ‘Forgotten password?’

@ zurich 2. Enter your email address and click
‘Reset via email’ button.

3. An email will be sent to the
address provided with a link to
‘Reset Password’.

4. The link will open a page titled ‘okta’
where you will need to provide a new
password and click ‘reset password’.
Note: Password must be at least 8
characters, contain a lowercase,

uppercase, a number, no parts of your
username, and not be the same as

Reset Your Zurich Insurance Mobile Solutions 01 Password your IaSt 4 passwords.

Click this link to reset the password for your username,

ifyou ¥ , send toyour
administrator:

5. Then close the OKTA confirmation page.

6. Open site contact portal homepage to
log-in — see section “How do | log-in
to the Site contact Portal?”.
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Portal access:
How do | change my password?

Site Manager/Customer Administrator/View Only

P— Ry 1. Once logged in select ‘Settings’
on the left-hand side menu.
@ Userlnformation 2. Click ‘Reset password’.
,
/7

8} Settings. @ Change password

Change the password in okta Reset password (3 O

okta

Zurich Digital Identity Sandbox (ZDIS) - Okta Password
Reset Requested

Hi Luke,
Aimee Bartett  Help  Signout

okta

A password reset request was made for your Okta account. If you did not make this

request, please contact your system administrator immediately. R v Zurich| Mobile S 01P
eset Your Zurich Insurance Mobile Solutions assword

Click this link to reset the password for your username,
Enter new password

Repeat new password

Reset Password

If you experience difficulties accessing your account, send a help request to your
administrator:

3. An email will be sent to the address provided with a link to ‘Reset Password’.

4. This will open a page titled ‘okta’ where you will need to provide a new
password and click ‘reset password’. Note: Password must be at least
8 characters, contain a lowercase, uppercase, a number, no parts of your
username, and not be the same as your last 4 passwords.
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Portal access:
How do | access help and support?

Site Manager/Customer Administrator/View Only

SmartPormi @ zuRriCH 1. Once logged in, select ‘Help & Support’
on the left-hand side menu.
(an) (0) 2. You can now access a range of
User Guide Informtion documents, information, and contact

details for the Smart Permit support team.

Go to the guide

B Help &
0 @ Support

0] o

Download Contact support
Download a pdf Send an email to the support team

Download file smartpermit@zurich.uk.com

User management:
How do | view users?

Customer Administrator/View Only

SmartPermit

User board

0 Q) Conpany Name Sumame  Emall Phone Role Assigned sites
user

CustomerAdmin Manage user >
CustomerAdmin Manage user >

tomerAdmin Manage user >

1. Once logged in select ‘Company users’ on the left-hand side menu.

2. Scroll to see all the company users. Note: Only Customer Administrators
will have the option to create new users or to manage users.
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User management:
How do | create new users?

Customer Administrator

@ zuricH 1. Once logged in select ‘Company users’
on the left-hand side menu.

User board

2. Select ‘Create new user +’.

e 3. Enter new user details including selecting
Greate User ‘Role’. Note: you will only be able to

submit when all required details are

i entered. The details required depend on
the user being created. Customer
administrators and Site Managers will
need a phone number, but a View Only

(] user will not. If you are creating a site
manager, you will also be able to assign
L) one or more sites to them by clicking
‘Assign Sites’ and selecting the required
sites.

4. Click the ‘Submit’ button.
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User management:
How do | edit or delete users?

Customer Administrator

@ ZURICH 1. Once logged in select ‘Company users’
on the left-hand side menu.

User board

we e we b 2. Select ‘Manage user’ on the user you wish
— to edit or delete.

(<)
smanpermi @ zuricH 3. You can then edit any of the details of that
= user (role, assigned sites, user information) or
g delete the user by selecting ‘Delete user’ at
the bottom of the screen. Note: Changing a
e user’s role will change their permissions,
and hence the functionality they are able to
Role @ s © cusemetann © oo (<] access within the tool.

B Assigned Sites

User management:
How do | update my own user information?

Site Manager/Customer Administrator/View Only

@ ZURICH 1. Once logged in select ‘Settings’ on the
g left-hand side menu.

B 2. Edit user information and click ‘Save’ at the
s bottom of the page to save changes.

@ User Information
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Site management:
How do | view sites?

Site Manager/Customer Administrator/View Only

@ ZURICH 1. Once logged in select ‘My sites’ on the left
hand side menu to see the sites that you
0. @O o are assigned to (only applicable to Site
) ! Manager role) or following for notifications
e 9 .
(only applicable to Customer Admin role).
0 0 0 Note: Since View Only users are unable
5 por © omong v Goses to approve/deny permits, their “My sites”
page will remain blank.
0 0 0
A © Ongoing 7
@ zURICH OR
Company Sites ® [— 2. Once logged in select ‘Company sites’ on the

====== s e left-hand side menu to see all the sites in your
s company. Note: Site Manager roles do not
' have access to ‘Company sites’and are only
. b o 3 able to see the sites that they have been
assigned to by selecting ‘My sites”.
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Site management:
How do | create new sites?

Customer Administrator

SmartPermit

SmartPermit

15

@ zuricH 1. Once logged in select ‘Company sites’
Company Sites @ o @i Y on the left-hand side menu.
ssssss Site Address Site description ‘Site Manager Email 2 Se|eCt ‘Create new Site +9.
° >
o
. ,
. s

3. Enter new site details, including the site name,

site address, a brief description of the site,
e and at least one site reviewer.
st Datsin Note: you will only be able to submit when
Y all required details are entered.
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Site management:
How do | edit/deactivate/reactivate sites?

Customer Administrator

Smarornit @ zURICH 1. Once logged in select ‘Company sites’ on
the left-hand side menu.
Company Sites @ scive sites @ descr
S 2. Select ‘Manage site’ on the site you wish

— to edit, deactivate, or reactivate.

3. Amend the details you wish to change and
click ‘Save’ at the bottom of the page to
— save your changes.

9 Logout

SmartPermit ; OR

4. Click ‘Deactivate site’ or ‘Activate site’ at the
bottom of the page to deactivate or reactivate
e—— ® o the site respectively. Note: when you
deactivate a site, no new permits can be
submitted for the site but all historic permits
oo Q B are retained. When a site is reactivated, new
permits can be submitted again and all
historic permits are still retained. The site
managers previously assigned to this site
when it was deactivated will be
® ® automatically reassigned to the site.
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Site management:
How do | subscribe to site notifications?

Customer Administrator

=

Smartpermi @ ZURICH 1. Once logged in select ‘Company sites’ on
the left-hand side menu.
Company Sites @ activesites @ deactivated st ele a d S de enu
Satus e Address Site dosoription St Maneger Email 2 Se|eCt ‘Manage site’ on the Site yOU W|Sh
e . to receive naotifications for.
o (<)
[ ]
[ ]
9 Logout
Smanporn i 3. Toggle Site Notifications to On.
4. The site will now be listed under My sites and
you will receive notifications for the site just as
o Comany e e S (<] an assigned Site Manager would.
Q.
e 1l Deactivate site @
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Site management:
How do | share a site QR code or URL?

Customer Administrator/Site Manager

C

o

Company Sites ® .

Address Sitedescription  Site Mansger Email

Site Notifications

) s
2y &

Il Deactivate site @

Customer Administrator 3. Select either ‘Download QR’ code or ‘Copy URL’ to

) ) . obtain the QR code or URL respectively.
1. Once logged in select ‘Company sites’ on

the left-hand side menu. 4. You can then share the QR code or URL as required.
. . ) ) Note: we recommend printing the QR code out and
2. Select ‘Manage site’ on the site you wish making it available on site for the contractor to scan
to share the QR code or URL of to start the permit process. The URL can also be

shared with the contractor via email or SMS in
advance but please note that the contractor must be
on-site when completing the permit as they need to
provide photos of the site in real-time.

@ zuricH et | A ok
UAT Testing Site 3 6 1 My ation) ! Tectology Deffvery Covter
= C jr;chno\ogy Delivery Center o1 @2 2
B Bac de Roda 58 BCN & Pt @ Ongoing / Closed
o o 0 0, :
Site Manager 3. Select either ‘Download QR code’ or ‘Copy URL’ to

) . obtain the QR code or URL respectively.
1. Once logged in select ‘My sites’ on the

left-hand side menu. 4. You can then share the QR code or URL as required.
. o, . Note: we recommend printing the QR code out and
2. Select ‘Manage permits’ on the site you making it available on site for the contractor to scan
wish to share the QR code or URL of to start the permit process. The URL can also be

shared with the contractor via email or SMS in
advance but please note that the contractor must
be on-site when completing the permit as they
need to provide photos of the site in real-time.
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Permit management:
How do | view and download permits?

Site Manager/Customer Administrator/View Only

@ zuricH Customer Admin/View Only user

Company Sites @ wests @ s 1. Once logged in select ‘Company sites’
Status Site Address Site description Site Manager Emeil on the left-hand side menu.
o I

L]
[ ]
[ ]
9 Logout
SmartPormit @ ZURICH 2. Select ‘See permits’ on the site you wish
to view the permits of.
Zurch insurance 4 8 1 3. Select ‘See permit’ on the permit you wish
e - e B to view or download.
SmartPermi @ ZURICH 4. You can then view all the permit details

within the dashboard or download the
@ permit as a PDF.

HotWorks Permit Status o
@ Company B3Bac de Roda 33 Approved
sites
Permit Owner Schedule 0210672021
p—— Started Scheduled Finalized
e 15:09 16:09

Expected duration Actual duration
1Hours O =
Minutes

Permit specifications

9 Logout

@ induction
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Permit management:
How do | view and download permits?

Site Manager/Customer Administrator/View Only

@ zuricH Site Manager

UAT Testing Site 3 6 1 1. Once logged in select ‘My sites’ on the
Ba123 UAT Lane A Pending ® ongoing  Closed

left-hand side menu.
, |
2. Select ‘Manage permits’ on the site you

Bovs Test Site 0 0 0 wish to view the permits of.

B Colmore Buiding

Manage permits >

A Pending @® Ongoing V' Closed

B @@ ZURICH 3. Select ‘See permit’ on the permit you wish
to view or download.

Zurich Insurance 4 8 1

Boc doRode 33 . h .
& A ©lowo%  Closad
Company
0
@ Ses
et Name ConractorGomtact Compey Dms  SaTwe EwTme  Sums
i P omason W St

Smanpormi @ zuRricH 4. You can then view all the permit details
within the dashboard or download the

:
L= E=TTm)) < permit as a PDF.

HotWorks Permit Status
@ Company EaBac de Roda 33 Approved
© sites
Permit Owner Schedule 02061202
5 Started Scheduled Finalized
— Current owner
’ 15:09 16:09
Expected duration Actual duration
1Hours O -
Minutes

Permit specifications

@ Induction
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|
Permit management:

How do | approve or deny a permit request?

Site Manager/Customer Administrator

SmartPermit

Question AnSwer
d

P Poss wark

Cusestion Answor

[P P Wanch Period

Cuestion Answer

Match Pericd Progress Images

&2 €D [

1. All Site Managers and Customer Admins 3. Review the permit details submitted by the
who are assigned to or following the site will contractor, including permit questions and
receive an email and SMS notification when image(s) of work area and then click button
a contractor has submitted a new permit to ‘Approve’ or ‘Deny’ at end of page.
request. Note: A Customer Admin can Note: If you need to deny a permit please
approve or deny permits for any site, even ensure you contact the contractor to advise
if they are not following the site but will on the reason for permit being denied, and
not receive notifications for sites they do ensure no work is started until it is agreed
not follow. For a Customer Admin to with yourself as safe to do so.

approve a site they do not follow, they
must first navigate to the permit (see How
do | view and download permits?) and
then continue from step 3 below.

4. The contractor will be notified by SMS of
the decision and their permit will change
status accordingly.

2. Click the link in the email or SMS to view
the permit and log-in when prompted to
do so. The link will take you directly to the
specific permit.
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Notifications:
What notifications will | receive?

Site Manager/Customer Administrator

Note: Site Managers will receive notifications for all sites to which they are assigned, and
Customer Administrators will receive notifications for all sites which they are following.

Site Manager receives an SMS and email message when a permithas | Permit Submission
been submitted for approval by a contractor

Site Manager receives an SMS message when a permit has been Permit Submission
submitted for approval by a contractor AND they have not approved or
denied within 10 minutes of permit submission

Site Manager receives an email notification when the permit has been Permit Extension
extended by the contractor

Site Manager receives an email notification when a permit has been Delegation of Responsibility
delegated from one contractor to another

Site Manager receives an email notification when the contractor Work Ongoing
confirms that the work has been completed

Site Manager receives an SMS and email notification if, 10 minutes Work Ongoing
after the work was set to be completed, the contractor hasn't finished

the work

Site Manager receives an email notification when the contractor starts = Watch Period
the watch period

Site Manager receives an SMS and email notification 10 minutes after =~ Watch Period
thewatch period is set to be completed if the contractor hasn’t
completed the watch period

Site Manager receives an email notification when the contractor Watch Period
completes the watch period

Site Manager receives an email notification when the contractor Post Watch Period
completes the post watch period questions and closes the permit
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@ ZUR[CH Smart Permit Portal User Guide (<)

For more information, you can visit our website at https://www.zurich.co.uk/business/our-expertise/risk-engineering/smart-
permit.

If you have any questions or require any assistance, please get in touch via smartpermit@uk.zurich.com.

CONTACT

Risk Engineering

Business Development Team
6th Floor, The Colmore Building
20 Colmore Circus, Queensway
Birmingham

B4 6AT

zrs.enquiries@uk.zurich.com

For more information please visit: www.zurich.com/riskengineering

Zurich Management Services Limited, Registered in England and Wales no. 2741053,
Registered Office: The Zurich Centre, 3000 Parkway, Whiteley, Fareham, Hampshire PO15 7JZ

©2021 Zurich Insurance Group Ltd.

ZURMH44 (06/22) ZUR
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