SECURITY

                                                 




                          Yes     No     Action     

2.1

Is the site visible from surrounding occupied and frequently
  used  areas?(i.e. landscaping does not obstruct viewing). 





2.2

Is there good natural surveillance of the premises.




2.3

Is the security fencing:-


(a) Adequate?


(b) In good condition?
  (c) Regularly checked?




2.4

Is the fabric of the building in good condition?




2.5

Are low level roofs:-


(a) Secured against access?


(b) Is fallpipe security adequate?
  (c) Do they give easy access to upper floor areas?




2.6

Are concealed areas e.g. courtyards, yards, recessed 
  doorways etc. secured against access? 





2.7

Are external doors:-


(a) In good condition?


(b) Locked at night by a good quality lock?


(c) Are vulnerable doors suitably strengthened or       


otherwise protected?
  (d) Other than visitor entrance doors, secured against 
        unauthorised access during the day?




2.8

Are windows:-


(a) In good condition?


(b) Secured at night?


(c) Kept locked where vulnerable?




2.9

Are skylights, rooflights or upper floor windows which are
  vulnerable from lower roofs etc:-    



(a) In good condition?


(b) Secure?


(c) Locked at night?




2.10.

Is an intruder alarm installed, if so:-


(a) Does it provide full coverage throughout all areas of the
        building?


(b) Does it have a link to a central alarm station?


(c) Are the telephone lines providing the link located 


underground?
  (d) Is the telephone line providing the link continually
        monitored by a system similar to RedCare?
  (e) Does the alarm panel have a user I.D. facility and if so, is
        this used?  


(f) Is there a maintenance contract in force?




2.11

Security lighting:-
   (a) Adequate?
   (b) Has the effectiveness of it been assessed?




2.12

Are close circuit television cameras in operation?


(a) Do they cover all areas?


(b) Is there a secure recording facility?
  (c) Are the day time images clear?

  (d) Are the night time images clear or is additional lighting
        required?
  (e) Are images sent to a remote monitoring facility out of
        hours? 

  Please refer to the separate guidance notes




2.13
 Access Control

(a) Do you have an access control system

(b) Is it a full system?

(c) Is it adequate?

(d) Can lost cards be cancelled quickly?

(e) Are precautions taken to ensure no tailgating of unauthorised  persons at access controlled doors?

Please refer to the separate guidance notes




2.14

Are attractive contents:-


(a) Kept in secure areas with alarm protection?


(b) Secured to desks, in the case of computers?


(c) Security marked .


(d) Warning labels re. Security marking displayed in 
        windows?




2.15

Is there a procedure to control the use of keys and a record
  kept of who has which keys?




2.16

Cash:-
  (a) Is there a cash control procedure?
  (b) Is there a safe in use?
  (c) Are safe keys removed from premises at night? 




2.17

Are the premises/grounds patrolled regularly?




2.18

Do you have:-


(a) 24 hour guards?


(b) Security patrols outside normal hours?


(c) Resident caretaker?




2.19

Are visitors:-


(a) Directed to a reception area?
  (b) Signed in and out?


(c) Issued with  visitors' passes?


(d) Challenged by staff if not displaying a visitors’ pass?
  (e) Physically restricted by access controlled doors to parts
       other than those public designated?




2.20

Are staff issued with I.D. badges and are these displayed at 
  all times?




2.21.

Do you have a clear desk policy?




2.22
  Are all public areas kept as clear as possible and free of
  items in which a device could be hidden?




2.23
  Are litter bins in public areas checked at least twice a day?




2.24
  Are all unoccupied rooms and store cupboards locked?




2.25
  Are plastic seals used on maintenance hatches where only
  occasional access is required?




2.26
  Is car parking immediately adjacent or within the building
  monitored effectively?




2.27
  Is access control to staff parking sufficient?




2.28
  Are evacuation procedures adequate and flexible i.e. to allow
  for partial evacuation or avoidance of certain routes?




2.29
  Does your switchboard staff have training and procedures in
  place with which to handle a bomb threat call?




2.30
  Do you have a written and practiced contingency plan?




2.31
  Are staff trained in risk awareness?




2.32
  Do you investigate all security incidents to see if any lessons
  can be learned?




